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Threat actors exploit legal means of knowledge development and 

collaboration to access research for their own purposes 

1. Personnel: individuals who have access to knowledge (insider threats; witting and unwitting participants) 

2. Physical Security: access to facilities and physical spaces 

3. IT/Cyber: technological access 

4. Intellectual Property (IP) and Knowledge: rights, licensing and acquisition 

5. Collaboration: partnerships can be used either overtly or covertly 

2 

Increased foreign threat to COVID-19 research prompts 

extraordinary warning from Canada’s spy agencies 

https://www.cbc.ca/news/politics/cse-csis-china-covid-1.5570134 
 

Canada’s chief spy identifies foreign interference and state-sponsored 

espionage as biggest threat to Canada’s prosperity and national 

interest 
https://nationalpost.com/news/canada/significant-and-clear-threat-what-canadas-

spy-chief-says-about-china-behind-closed-doors 

Iranian hackers selling stolen academic 

research  
https://endpts.com/iranian-hackers-steal-

academic-research-worth-billions-from-us-

universities-private-companies/ 

https://www.nserc-crsng.gc.ca/
https://www.cbc.ca/news/politics/cse-csis-china-covid-1.5570134
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UNCLASSIFIED / NON CLASSIFIÉ 

Research Security 

To safeguard Canada’s research environment from foreign interference, espionage, 

and unwanted knowledge transfer … 

1) The Government of Canada – Universities Working Group (since 2018) has developed 

information material in relation to research security, risks and best practices for researchers 

(the Safeguarding your Research portal). 

 

2) The Ministers of Innovation, Science and Industry (ISI), of Health, and of Public Safety and 

Emergency Preparedness (PS) requested (in September 2020) that the agencies undertake a 

review of their own processes and policies (ongoing). 

 

https://www.nserc-crsng.gc.ca/
https://www.ic.gc.ca/eic/site/063.nsf/eng/h_97955.html
https://www.ic.gc.ca/eic/site/063.nsf/eng/h_97955.html
https://www.ic.gc.ca/eic/site/063.nsf/eng/h_97955.html


n
s
e
rc

-c
rs

n
g

.g
c
.c

a
 

4 

UNCLASSIFIED / NON CLASSIFIÉ 

Research Security 

The Ministers of ISI, Health, and PS asked (March 24, 2021) that national security 

considerations be incorporated in the funding decisions of Alliance grants that 

support research partnerships with private sector organizations 

1) Under ISI leadership, The Government of Canada – Universities Working Group was consulted 

with for the development of National Security Guidelines for Research Partnerships. 

 

2) These Guidelines will be applied initially to the NSERC Alliance funding program when private 

sector organizations are involved in the partnership. 

 

3) All grant applications that have not yet received a decision (as of July 12th) will be asked to fill 

the Risk assessment form and submit it to NSERC.  All new grant applications will nee to be 

submitted with the Risk assessment form. 

https://www.nserc-crsng.gc.ca/
https://science.gc.ca/eic/site/063.nsf/eng/h_98257.html
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UNCLASSIFIED / NON CLASSIFIÉ 

Research Security 

The Guidelines will initially apply to the NSERC Alliance program… 

1) Grant applications will be assessed as per the normal Alliance program merit assessment 

process and, in addition, NSERC will review the information provided in relation to research 

security. 

2) The funding decision will take into account both the normal Alliance program merit assessment 

criteria as well as the research security assessment. 

3) Where there are security concerns, NSERC will seek advice from relevant National Security 

Agencies (Public Safety, Canadian Security Intelligence Service, Canadian Centre for Cyber 

Security, …). 

4) The research security assessment will be based on the Risk assessment form submitted by 

researchers as well as the risk mitigation plan if required.   

https://www.nserc-crsng.gc.ca/
https://science.gc.ca/eic/site/063.nsf/eng/h_98257.html
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UNCLASSIFIED / NON CLASSIFIÉ 

Research Security 

The National Security Guidelines for Research Partnerships will security risks 

associated with … 

I. The research area and its potential application for military, public safety, intelligence or 

espionage purposes 

    Examples include:  Advanced Materials and Manufacturing, Advanced Sensing and 

 Surveillance, Artificial Intelligence, Biotechnology, Energy Generation, Storage and 

 Transmission, Robotics and Autonomous Systems, Energy and Utilities, Information and 

 Communication technology, Advanced Manufacturing. 

II. The Partner organization  

     The questions will seek to better understand whether the partner organization is 

 affiliated with governments, militaries, or organizations that could negatively impact 

 Canada’s national security, or has been convicted of fraud, bribery, espionage, corruption, 

 or other criminal acts. 

 

 

https://www.nserc-crsng.gc.ca/
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UNCLASSIFIED / NON CLASSIFIÉ 

Research Security 

What will researchers and institutions have to do? 

1) Researchers develop a partnership and prepare their application as normal.  Researchers also 

complete the Risk Assessment Questionnaire to help gauge the risks associated with that  

particular partnership project. 

2) Researchers provide the information requested in the Risk Assessment Questionnaire, to the 

best of their abilities.   

3) If risks identified, researchers work with their institution to develop a plan to mitigate those 

risks.   

4) Institutions need to review the risks associated with the proposed partnership prior to the 

submission of the grant application. 

https://www.nserc-crsng.gc.ca/
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UNCLASSIFIED / NON CLASSIFIÉ 

https://www.nserc-crsng.gc.ca/
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UNCLASSIFIED / NON CLASSIFIÉ 

Research Security 

Assessment process 

https://www.nserc-crsng.gc.ca/
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UNCLASSIFIED / NON CLASSIFIÉ 

Research Security 

Assessment process 

https://www.nserc-crsng.gc.ca/


Risk Assessment Form: Review Process 

• Step 1: 

• Administrative validation by Agency using open-source due diligence 

• Applications with potential identified risks are referred to Internal Risk 

Assessment Committee and reviewed. As necessary, some are forwarded to 

Public Safety Canada 

 

• Step 2: 

• Referral of applications to Public Safety Canada on as-needed basis 

• ie, Canadian Security Intelligence service (CSIS) 

• Decision on which security agency will review 

• Further review by relevant agency 

 

• Step 3: 

• Funding decision 

https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/risk-assessment-review-process


Security Assessment Form: 2023 

https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/national-security-guidelines-research-partnerships/national-security-guidelines-research-partnerships-risk-assessment-form


Section 1: Know your research 

• Critical Minerals 

• Critical Infrastructure 

•Energy and utilities, Finance, Food, Transportation, Government, Health 

Water, Safety, Manufacturing, Information and communication technology 

• Personal Data 

• Large datasets 

• Export Control List 

•If you are working with any of these, regardless of whether you plan on 

exporting it 

• Sensitive or Dual Use: Annex A 

https://www.canada.ca/en/campaign/critical-minerals-in-canada/canadian-critical-minerals-strategy.html#aa
https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/srtg-crtcl-nfrstrctr/index-en.aspx
https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/srtg-crtcl-nfrstrctr/index-en.aspx
https://www.international.gc.ca/trade-commerce/guides/export_control_list-liste_exportation_controlee_2021.aspx?lang=eng
https://www.international.gc.ca/trade-commerce/guides/export_control_list-liste_exportation_controlee_2021.aspx?lang=eng
https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/national-security-guidelines-research-partnerships#annex-a


Section 2: Know your Partner 

• Foreign government influence, interference, or control 

• Indications of unethical behaviour 

• Conflict of interest or affiliations 

• Would the partner have access to facilities, networks, or assets that 

could house sensitive data 



Identify risks: 4,800 characters (with spaces) 

• For any questions where you answered Yes or unsure, identify WHY you 

answered thusly 

• eg, YES to Critical Infrastructure: 

• "My research focuses on zero-net energy buildings and therefore falls under the 

category of Energy" 

• This box is for both section 1 and 2 risks that you have identified 



Risk Mitigation Plan: 5,400 characters (with 

spaces) 

• Should be tailored specifically to your research project 

• Address only the risks you have identified 

• Resources: 

• Safeguarding your Research 

• Conducting Open-source Due Diligence 

• Safeguarding your research checklist 

https://science.gc.ca/site/science/en/safeguarding-your-research
https://science.gc.ca/site/science/en/safeguarding-your-research
https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/guidance-conducting-open-source-due-diligence/conducting-open-source-due-diligence-safeguarding-research-partnerships
https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/guidance-conducting-open-source-due-diligence/conducting-open-source-due-diligence-safeguarding-research-partnerships
https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/guidance-conducting-open-source-due-diligence/conducting-open-source-due-diligence-safeguarding-research-partnerships
https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/guidance-conducting-open-source-due-diligence/conducting-open-source-due-diligence-safeguarding-research-partnerships
https://science.gc.ca/site/science/en/safeguarding-your-research/general-information-research-security/csis-and-research-security


Building a Strong Research Team:  

 
Verify all team members' professional history and assess 
alignment with the research priorities for this project. 
 



Building a Strong Research Team:  

 
Assess existing or potential conflicts of interest or affiliation 
that would impede collaboration with any team member. 
 

• Ask yourself, "Could the interests or affiliations of my team members compromise the 

integrity of my research in a manner that jeopardizes Canada’s national security?" 

 



Discuss project risks internally and make a plan for 
their mitigation, involving external team members as 
appropriate. 
 

Building a Strong Research Team:  

Assess whether the practices of your collaborator(s) and/or 

collaborating institution(s) are consistent with your 

institution's standards on ethics and research conduct. 

• Ask yourself whether all aspects of the project, 

regardless of where the work is or was performed, 

would pass ethics review at your institution. 

• Brainstorm potential project security 

risks with your team. 



Assessing the Alignment of Your Partners Motivations With 

Your Own: 

Ensure the motivations of all partners are 

clear and aligned with the goals of the 

research team, including any expectations 

about intellectual property. 

• Ask the partner directly what they 

expect from the research team during 

the project and what they hope to get 

out of the project at the end. 



Assess if the partner's governance structure 

is transparent and whether the ultimate 

beneficiary of their collaboration on your 

project is clear. 

• Looking on the partner's website, can 

you easily identify who leads the partner 

organization and any linkages to 

government, other organizations, and/or 

other actors? What information gaps 

exist? 

Assessing the Alignment of Your Partners Motivations With 

Your Own: 



Explore if other academics have had positive 

experiences collaborating with this partner. 

• By reaching out to researchers across 

your institution and at other institutions, 

you can gather valuable information on 

past experiences and solutions to 

address concerns. 

Assessing the Alignment of Your Partners Motivations With 

Your Own: 



Assess whether the practices and 

contributions of your partner(s) are 

consistent with the standards on ethics and 

research conduct at your own institution. 

• Ask yourself whether any contributions 

(data, background IP, etc.) are 

consistent with your institution’s policies 

and/or Canadian laws. 

Assessing the Alignment of Your Partners Motivations With 

Your Own: 



Ensuring Sound Cybersecurity and Data Management 

Practices: 

Verify that all team members have completed 

cyber hygiene and data management 

training. 

• Discuss appropriate training options 

with your CIO or with the relevant 

resource person in your institution. 



Assess if the data management and 

cybersecurity measures needed to 

adequately protect research integrity are in 

place across all partners. 

• Consult your institution's policies and 

practices and internal research and IT 

services. Public Safety Canada and the 

Canadian Centre for Cyber Security 

offer resources and best practices. 

Ensuring Sound Cybersecurity and Data Management 

Practices: 



Focus on addressing divergent 

cybersecurity and data management 

practices and decide on a mutually 

acceptable approach to securing your 

research data. 

• When reflecting on existing 

divergences, ask yourself, "Given the 

sensitivity of the research topic and 

data, what is the level of risk associated 

with a breach and what is the probability 

it may occur?" 

Ensuring Sound Cybersecurity and Data Management 

Practices: 



If professional or personal international 

travel is expected during the project, agree 

to a protocol for device management. 

• See the Travel Security Guide for 

Researchers and Staff for more 

information. 

Ensuring Sound Cybersecurity and Data Management 

Practices: 

 

https://science.gc.ca/eic/site/063.nsf/eng/h_98015.html
https://science.gc.ca/eic/site/063.nsf/eng/h_98015.html


Agreement on Intended Use of 

Research Findings: 

Agree to a plan of how and when you will share details about the project, including 

publication, conferences, teaching, mass media, social media and personal 

communication. This will increase effectiveness and minimize disagreement later. 

• Ask yourself, "What types of IP could be 

generated through this research 

project? What do we need to do to 

preserve the value of this IP?" 

Assess the potential value of any project- related IP and what you need to do to 

protect it. 



Ensure all collaborators and partners have 

agreed on how IP will be handled. 

• The appropriate contacts at your 

institution can help you understand your 

institution's policies with regard to IP, as 

well as how policies, laws and 

enforcement might vary across relevant 

institutions and countries. 

Agreement on Intended Use of 

Research Findings: 



Discuss how restrictions on academic freedom or commercial interests may 

impact the research project and the communication of research results. 

• Ask yourself, "Do the restrictions 

imposed on communicating results have 

potentially harmful impacts on the 

integrity of our research or our ability to 

publish results?" 

Agreement on Intended Use of 

Research Findings: 

 



Ensure all collaborators and partners are comfortable with the likely uses of any 

research results. 

• Brainstorm with your team the likely 

uses of the results of the project, then 

ask members if they remain comfortable 

proceeding with the project. 

Agreement on Intended Use of 

Research Findings: 



Ensure mechanisms exist that guarantee that any researcher involved in the 

project is able to use the results to complete their studies. 

• Verify with the appropriate contacts at 

your institution what measures exist at 

your institution and make all partners 

and collaborators aware of this 

requirement. Participants in NSERC-

supported research must ensure that a 

researcher’s graduation is not impeded 

by intellectual property issues, and must 

support the publication of results in the 

open literature. See the Policy on 

Intellectual Property for more 

information. 

Agreement on Intended Use of 

Research Findings: 

https://www.nserc-crsng.gc.ca/nserc-crsng/policies-politiques/ip-pi_eng.asp
https://www.nserc-crsng.gc.ca/nserc-crsng/policies-politiques/ip-pi_eng.asp


 

BUILDING A STRONG RESEARCH TEAM: 

• The PI will vet the professional history of all team members (including new hires). 

• All research team members will be made aware of all confidentiality obligations in 

related agreements, and will familiarize themselves with the expectations for research 

and scholarship integrity as set out in the pertinent NSERC and University policies. 

• The PI will require all team members to complete training on research security, cyber 

security, and intellectual property, such as the relevant workshops, seminars and courses 

offered by the university’s Information and Cyber Security Training and Awareness module. 

• Any team member engaging in conference-/project-related travel will be required to 

review and comply with the University’s Off-Campus Activity and Travel Policy, and to 

register their travel with the University’s Off-Campus Travel Registry as required. 

ASSESSING ALIGNMENT OF PARTNER ORGANIZATION’S MOTIVATIONS: 

• The PI will have regular meetings with the partner organization to evaluate the 

research progress  

ENSURING SOUND CYBERSECURITY AND DATA MANAGEMENT PRACTICES: 

• The research team will consult with the university IT personnel in developing and 

implementing effective strategies for data management and cyber security to handle and 

store the collected data appropriately considering the national security risks, including 

but not limited to: (1) removing personally identifying information from research 

records; (2) establishing a plan and timeline for the retention/disposition of research 

records in accordance with Tri-Agency research data management policies; (3) limiting 

data access to credentialed University user accounts; (4) limiting data access to 

research team members on an “as-needed” basis; and (5) storing all data on password protected 

servers, cloud, or drives. 

• Internal data transmission among team members will be via password-protected servers or 

drives. Any data files shared with the partner organization will be encrypted, with the 

password to be shared separately and securely. 

AGREEMENT ON INTENDED USE OF RESEARCH FINDINGS: 

• An agreement will be undertaken between the applicant’s institution and the partner 

organization. Any IP arising from the research will be subject to the provisions of this 

agreement and governed by the policies of the applicant’s institution and in compliance 

with Tri-Agency policies. 

 



Advisor, Research Development Contacts 

 

 

 

 

SECTOR ADVISOR CONTACT INFORMATION 

Business & 

Social 

Sciences 

Rebekah 

Thompson 

x 2388 rebekah.thompson@concordia.ca  

Engineering 

& Computer 

Science 

Lauren Segall 

(BCEE, CME, 

MIAE) 

 

Marjan 

Shayegan(

CSSE, 

CIISE, CES, 

ECE) 

x4450 

 

 

 

x 3263 

 

 

lauren.segall@concordia.ca  

 

 

 

marjan.shayegan@concordia.ca 

 

Sciences Jessica 

Safarian 

x 4465 jessica.safarian@concordia.ca 

 

mailto:rebekah.thompson@concordia.ca
mailto:lauren.segall@concordia.ca
mailto:Marjan.shayegan@concordia.ca
mailto:Michael.verwey@concordia.ca

