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SUMMARY 
 
As today’s cryptographic standards are challenged by advances in Quantum Computing, this 
report aims to study the difficulties facing government institutions in how they should adapt 
to the forthcoming technological developments.  

 
The Challenge Presented by Quantum Computers  
The Communications Security Establishment (CSE), which is tasked with safeguarding Canada’s 
networks, is consistently hard at work to prevent major attacks on Canada’s information 
infrastructure. Nevertheless, a leap in the technology available to our adversaries that would 
propel them far ahead of our capabilities could see cyberattacks magnitudes larger in scale than 
any previous attack. Without the appropriate means in place to prevent this, the CSE would be 
helpless. Over the horizon, one such leap is the advancement of quantum computers, with 
countries such as China making considerable progress.1 
 
Most commonly used encryption protocols, though theoretically possible to decrypt, would take 
a classical computer constantly working for years to decrypt the encryption of one message, 
making it effectively safe from outsiders. This security should not be taken for granted. More 
powerful quantum computers than the ones available today will be able to solve the complex 
task of decryption with fewer steps, solving it in days or even several hours, making them 
considerably faster and more efficient than a conventional computer.2 
 
Quantum computers capable of decryption are still several years away, and it remains a point of 
speculation when they will arrive.3 In 2015, a study at the University of Waterloo estimated a one 
in seven chance of the strongest among the presently used encryption standards (RSA-2048) 
being broken by 2026, and a one-half chance of it being broken by 2031 by quantum computers.4 
Since then, estimates for the computational power required by quantum computers to decrypt 
these algorithms have been reduced as more efficient means are discovered,5 compared to 
previous estimates.6 In addition, considerable progress has been made in the hardware itself, 
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though still falling short of the power required for decryption.7 The true potential of quantum 
computers partly remains a mystery, but what remains certain is that every year new advances 
are made, and we are one step closer to the current cryptographic standards becoming obsolete.  
 

Potential Solutions 
 

With this coming obsolescence of cryptographic standards taken as a given; the literature 
identifies two potential solutions. The first one being what is termed “post quantum 
cryptography” and the second as “quantum cryptography”.8 The latter presents an entirely new 
technology for encrypted communication and data storage. Quantum cryptography uses the 
inherent quantum properties of photons to communicate over long distances and presents a 
means of communication more secure than any other method, though presently it remains very 
much under development. Conversely, looking at “post-quantum cryptography”, multiple 
solutions are already available at present. These algorithms are similar to those currently 
employed, but the mathematics required to decrypt them are theorized to be more difficult than 
what quantum computers would be able to solve. It is this latter which forms the principal 
recommendation for the easiest transition of cryptographic standards in order to secure them 
from quantum computers. The principal challenges that lay ahead are twofold: which post 
quantum safe algorithm can be trusted, and how the implementation of it will take place.  
 
For the first issue, some of these proposed algorithms go as far back as the 1970s,9 as such they 
are not all entirely unfamiliar to cryptographers. Though the issue remains of what quantum 
computers will truly be capable of as they become more powerful, and in what ways it will 
compromise the encryption standards currently in use. The National Institute of Standards and 
Technology (NIST) in the United States is working at determining a standard common encryption 
that is resistant to quantum attacks, with the NIST leaving the door open to the possibility of 
there being multiple accepted standards for different applications.10 Each of these new standards 
will have varying technical requirements, some more demanding than others, which might hinder 
the universal adoption of a single protocol across industries and institutions.11 This itself has 
multiple difficulties surrounding it, such as hampering interoperability with other systems and 
creating a fragmented market.12 As a result, flexibility of being able to implement alternate 
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protocols must be built into upcoming systems as an integral feature, encouraging adaptability 
to new challenges.13 There is no easy solution to determining with certainty the most appropriate 
post quantum safe algorithm for a universal application across every potential use. 
 
A subsequent issue arises from a transition in protocol, that is the difficulty of implementation. 
Assuming problems surrounding the choice of algorithm having been eventually resolved, how 
the chosen algorithms will be implemented presents multiple openings for exposure. Security 
vulnerabilities in otherwise secure systems with strong encryption have been exploited in the 
past as a result of poor implementation or a lack of quality assurance through side attacks.14 
Consequently, testing and a development of expertise is vital in the build up to implementing any 
new technology.15 

 

Conclusions 
 

The most prevalent conclusion of a majority of the literature and expertise on the matter is the 
following. A coordinated response is absolutely vital in order to mobilize the considerable 
amount of expertise and resources available in the country.16 It is estimated to take several years 
to a decade for an institution to migrate to or adopt a new technical protocol, as such beginning 
the process of the migration to post quantum safe protocols now is a timely matter.17 Conversely, 
the possibility of the emergence of quantum computers capable of decryption before the country 
is ready must also be accounted for.18 As such protocols for all possible contingencies must be 
made ready in time. 
 
Further research could also include a deeper study on whether changing to or implementing 
quantum safe cryptography is enough, and where the paradigm of cybersecurity will lie in the 
future. The role of active and passive cybersecurity is increasingly put into question, whether it 
is simply enough to reinforce the information infrastructure and if there are other possible 
approaches that could be taken.19 
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