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Summary
States have a strong incentive to be the first to develop Artificial General Intelligence because

they could use it as a powerful military technology to lock themselves in as the global hegemon
or prevent others from doing so. Such an arms race in Al incentivises developing the
technology quickly rather than safely, which increases the existential threat of a powerful Al
system whose goals are misaligned with those of its creator. Canada can mitigate this risk by
promoting technical Al safety research and strengthening international institutions to align the
interests of the actors most likely to develop powerful Al systems.

Context

According to the Directive on Automated-Decision Making, Artificial Intelligence (Al) is an
“information technology which performs tasks that would ordinarily require biological brainpower
to accomplish, such as making sense of spoken language, learning behaviours, or solving
problems”.! Due to recent advances in the sub-field of machine learning which uses large amounts
of data to generate iterative self-improvement in its models, researchers are creating Al systems
which can solve an increasingly broad and difficult set of problems.?? This now includes beating
world champions at popular games,*> composing short essays which human evaluators can’t
distinguish from texts written by people,® and accurately detecting emotions in faces, voices, and
text.’
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Surpassing the capabilities of contemporary systems, Artificial General Intelligence (AGI) is a yet-
to-be-developed technology which can outperform humans on all cognitive tasks.® This would
include research in all academic fields, including Al research. Therefore, once an Al system
reaches human-level intelligence, it would in theory be able to quickly surpass its current
capabilities through iterative self-improvement at the speed of computer chips running thousands
of times faster than biological brains, as well as thanks to a much greater freedom to alter its
programing.® Some have called this process an intelligence explosion since an AGI system could
increase its cognitive capacities by several orders of magnitude in weeks, days, or even hours.*°

A 2014 survey of the 100 most cited Al researchers found that the median respondent provided a
50% probability of human-level Al by 2050.1! Further, since 2015, the field has seen increases of
over 50% in the annual number of peer-reviewed articles published and PhDs awarded, while
private investment has increased by more than 300%.%2 As with all long-term forecasts much is
still uncertain, however these recent trends give us little reason to think the projected rate of
development towards human level intelligence is slowing down.

The Danger of Artificial General Intelligence

If AGI is ever developed and deployed, it could be extremely dangerous if the specified goals it
was programmed to pursue conflicted with the actual goals of its creator, an issue known as the
alignment problem.® To take a canonical example, an office supply company which naively tasks
an AGI with maximizing the number of paperclips in its collection might lead the system to design,
manufacture, and deploy an army of constructor robots to reorder all available matter in the
universe into paperclips, including the bodies of its creators, much to their dismay.* This framing
isn’t intended to serve as the single most likely scenario, but rather to illustrate how an innocuous
seeming instruction (i.e., make as many paperclips as possible) could be interpreted by an
extremely competent AGI in such a way as to end life on earth, even with no malice on the part of
its creator or the system itself.

The alignment problem is especially worrying as even contemporary, relatively simple Al systems,
which should in theory be much easier to control, often act contrary to their creator’s intentions.
Examples include a game-playing program which learned to avoid losing by forcing the game to
run out of memory and crash,® Microsoft’s Tay chatbot which tweeted white supremacist slogans
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it picked up through social media interactions,'® and a self-driving car which hit and killed a
pedestrian after its machine vision system mistook her for a moving vehicle.}” While the field
seems to be advancing towards AGI,* it remains unclear how to consistently provide even the
systems we have now with goals which can’t be dangerously misconstrued.

Since 2017, hundreds of top Al and robotics researchers have signaled their concern by signing
the Asilomar Al Principles, a set of guidelines for the development of Al which acknowledges the
catastrophic and existential risks this technology poses.*® To mitigate these dangers it recommends
that “Al systems designed to recursively self-improve or self-replicate in a manner that could lead
to rapidly increasing quality or quantity must be subject to strict safety and control measures.”?
Despite AGI remaining a speculative technology, these concerns shouldn’t be ignored while they
are taken seriously by so many experts in the field.?

Arms Races as an Exacerbating Factor

AGI would, by definition, have superhuman abilities to design, manufacture, and use weapons for
military purposes, and its strategic, tactical, and operational aptitudes could also far exceed those
of contemporary war planners.??

This warfighting capability makes the technology extremely desirable for actors throughout the
international arena, even if only to prevent others from acquiring it.2 This could lead to an arms
race, where competing actors would be incentivized to maximize their rate of AGI development
given the winner-takes-all nature of the technology—once one actor effectively wields it, they
could use it to prevent all others from acquiring it through super-human monitoring, cyberattacks,
and use of force.?* The winner of an AGI arms race could therefore lock itself in as the world’s
dominant power indefinitely.

On top of the generic concerns of escalation due to the security dilemma,®® arms races are
especially dangerous in the context of AGI development as this incentivises the diversion of
resources, such as talent and computational power, away from safety considerations and into
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speeding up the rate of development.?® The Asilomar Al Principles recognize this explicitly in
stating that “Teams developing Al systems should actively cooperate to avoid corner-cutting on
safety standards” in the context of a race to acquire the technology.?’ Under such arms race
dynamics, methods proposed to ensure safe AGI systems would therefore be more likely to go
under-developed or under-implemented.?® Such proposed techniques include:

o Corrigibility where a system is designed to never deceive or manipulate its creators and
remain receptive to their corrective interventions;?°

« Boxing where a system is cut off from the outside world to limit its knowledge and the
impact it can have which would be restricted to tightly controlled information flows;*° and

« Inverse reinforcement learning where a system is uncertain about its goals and attempts
to learn them through observation leading it to choose cautious, incremental, and reversible
actions.!

Recommendations

There are at least two broad policy levers Canada can pull to mitigate the danger posed by an AGI
arms race:

e Promote Technical Al Safety Research
AGI safety is fundamentally a technical problem—how the system is designed ultimately
determines its behaviour.®? Therefore, research into building safe, value-aligned Al
systems, as well as the technology’s potential failure modes, is imperative.

The Department of National Defense should directly fund research on technical Al safety
on topics such as the three highlighted in the previous section. This is a strong candidate
for the most cost-effective way to protect Canada’s national security into the long-term
future given both the massive scope of the danger, and the neglectedness of Al safety
research—one 2018 estimate pegs global annual funding at around $6 million USD.%

The best research projects to pursue would be those whose findings could be relatively
easily implemented. Even if Canada or our close allies aren’t the first to develop AGI,
effective safety techniques could be shared with other actors who would have every reason
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to implement them as it wouldn’t slow their development, while diminishing the likelihood
they deploy a misaligned AGI.

Aside from insufficient funding, there is also a significant skills bottleneck for technical
Al safety research® and to mitigate this, Canada should foster talent domestically. The
Natural Sciences and Engineering Research Council could refocus and expand its
education programs to impart young Canadians with an interest in Al safety issues,
promote statistics and computer science education, and fund scholarships and research
grants in the field. Further, Immigration, Refugees and Citizenship Canada’s Federal
Skilled Workers program could also be expanded to better attract those with Al expertise,
expanding the pool from which safety researchers could be selected.

e Strengthening International Institutions

If the social, economic, or ideological interests of states developing Al for military
applications converged, this would substantially reduce their reason for pursuing an arms
race, as those who weren’t the first to achieve AGI could still be confident their overarching
goals would be advanced.®® While international cooperation is notoriously difficult, the
existential threat of AGI is a very strong incentive to collaborate. Notably, senior Chinese
diplomats have called for international cooperation on norms for Al development to
mitigate the risk of an arms race.®

To this end, Canada should take on a leading role in strengthening international institutions.
Such institutions could include formal organizations or laws, global markets, and
international communities. Tangibly, these institutions could put in place mechanisms for
mutual monitoring of Al capabilities,3” enshrine a windfall clause where the economic
benefits from AGI would be broadly distributed,® and develop international forums to
share and collaborate on Al safety research among governments, academia, and industry.
In this fluid political and technological landscape, precisely how Canada can best
strengthen these institutions in such a way as to reduce the risk posed by AGI arms races
remains an open and important question.®
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