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SUMMARY 

 Our goal is to address the next-generation of emerging technologies for security operation 

centers that are referred to as cognitive AI. 

 

 The cognitive AI is the next-generation technology that is introduced for improving the 

military decision making and for boosting cybersecurity defenses as compared to traditional 

IDSS (intelligent decision and support system) suffer from various shortcomings on trust and 

security due to the black-box nature of AI systems.   

 

 As the nature of adversarial attacks is rapidly changing, there exists a need for an AI security 

defense solution and mechanism that is inherently aware of its own uncertainties and can 

optimally integrate with the next-generation of emerging technologies such as edge 

computing to enhance the performance and operations in various military applications.  

 

 
CONTEXT 

 

 Since Intelligent Decision and Support Systems (IDSS) are vulnerable to adversarial attacks, 

have bias and trustability problems, and cannot provide the needed flexibility of decision 

making in military applications, a new generation of AI security concepts is deemed to 

enhance the operational security against threats such as phishing, malicious data tampering, 

and DOS attacks [1].  

 

 This idea is referred to as cognitive AI, where there is a mutual awareness between AI and 

humans. The main question is, based on an environment that the AI system is deployed, how 

can we achieve situational awareness [1,2]? This an important issue, specifically in military 

applications where there can be variables such as fatigue, needs, capabilities, and malicious 

intentions.  
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 In [2], three elements are stated as the foundation of such human-AI cooperation. Be mutual 

predictable, mutually directable, and have mutual common ground.  

 

 In this Briefing Note, our goal and aim is to discuss cognitive AI, companies that are moving 

forward with this type of technology, what should be done to accomplish it, and what one can 

accomplish with this type of AI technology. 

 

 

CONSIDERATIONS 

 

 In view of the IBM QRadar Advisor with Watson cognitive AI can overcome the lack of talent 

and job fatigue in cybersecurity: 

 

 It can visualize how the attack is progressing, validate the threat, and suggest 

what are the possible threats that can still occur. 

 Possess cognitive reasoning for isolation of threat.  

 Provides a priority-based investigation list. 

  

 CISCO also provides edge and fog processing, data analysis, feedback, and computation that 

can be a key concern in a connected battlefield: 

 

 Provides solutions such as joint node networks enabling soldiers to 

communicate via satellite.  

 Considers the technology of mobile edge computing, which can provide the 

networking and interconnection between the AI devices.  

 

NEXT STEPS 

 

 One of the main challenges of mobile edge computing is the security and trustability of 

exchanged information. Developing cognitive AI can provide this by bringing observability, 

explainability, awareness, and constant reconfiguration and learning for AI systems against 

AI threats.  

 

 We need a combination of mobile edge computing and cognitive AI to bring situational and 

environmental awareness, as well as being able to establish a human-AI interconnection.  

 

 For example, consider a group of scattered UAVs that are controlled by military operators 

and communicate with each other through military vehicles and devices that are installed/on 

the move in an area of operation such that together will form a mobile edge computing server. 

One of the cognitive AI technology's roles is to help operators to remain responsive to 

potential threats and assess the integrity of exchanged information between UAVs or their 

input/output commands. 

 

 In terms of training the military personnel, one can collaborate with companies such 

as CISCO. 

 

https://www.ibm.com/ca-en/products/cognitive-security-analytics
https://www.cisco.com/c/dam/m/digital/elq-cmcglobal/OCA/Assets/Federal/Cisco-Kinetic-At-a-Glance-FedGovt.pdf?CCID=cc000105&OID=aagxa008674
https://www.cisco.com/c/en/us/about/csr/impact/education/veterans-program.html#~veteran-stories
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 One needs to establish cognitive strategies that aim to resolve cognitive challenges such as 

massive data, fusion of complex data, building site-specific knowledge, and maintaining 

multiple mental models [3]. 

 

 One needs collaboration with universities in areas that one can train edge AI and cognitive AI 

experts so that in the long term one can keep up with the technological advances that are 

mobile as well as secure against adversarial attacks, are explainable, and are aware of their 

environment, and human operators. 
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