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Abstract: Over-encryption is a technique for managing evolving access control requirements
in outsourced databases [4]. In over-encryption, a data owner and outsourcing server
collectively encrypt resources in such a way that users’ accesses can be effectively controlled
without the need for shipping the resources back to the owner. One potential limitation of the
original over-encryption scheme is that it requires publishing a large amount of tokens. In this
paper, we present a new key-assignment approach based on secret sharing. We first give two
different key derivation schemes, and then we combine them as one scheme. We analyze the
amount of public tokens required by the original over-encryption scheme and our scheme,
and we show that our scheme can provide the same over-encryption capability more
efficiently.
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