Remote Access Via Remote Desktop

Remotely connecting to your office desktop requires a client-server interface
using Remote Desktop.

The following page describes the procedures for establishing a SSH Tunnel and
connecting the client (home) machine to your office machine.

I. On the ENCS machine in your office

To allow remote access to an ENCS machine in your office, this option has be
enable on the machine.

In Windows 7

e Right click on My Computer and choose Properties
e Select Remote settings
e On the System properties, choose the Remote tab.
o0 Check: Allow remote assistance connections to this computer
o0 Choose: Allow connections from computers running any version
of Remote Desktop (less secure)
o Click the “Select Users”

The procedure is same as windows 10, see below
In Windows 10

e Right click on This PC and choose Properties
e Select Remote settings
e On the System properties, choose the Remote tab.

o0 Check: Allow remote assistance connections to this computer
0 Choose: Allow remote connections to this computer

System Properties *

Computer Name  Hardware Advanced System Protection Remote
Remote Assistance

Mlow Remote Assistance connections to this computer

What happens when | enable Remate Assistance?

Advanced

Remoate Desktop
Choose an option, and then specify who can connect.

(O Don't allow remote connections to this computer

Allow connections only from computers running Remate
Desktop with Metwork Level Authentication (recommended)

Help me choose Select Users...

Concel | | tou

o Click the “Select Users”



Click

Click

Click

Remote Desktop Users

The users listed below can connect to this computer, and any members of
the: Administrators group can connect even if they are not listed.

s

umroot already has access.

Add... | | Remaove

Panel and open User Accounts.

To create new user accounts or add users to other groups, go to Control

ok | | Cancel
\\Add ”
Select Users >
Select this object type:
|Users or Builtin security principals | | Object Types. .. |
From this location:
[PISTOL || Locations...
Enter the object names to select {examples):
[ Check Names

“Advanced”

“Find Now”

P ox
Select Users x
Select this object type:

| | Obiect Types... |
From this location:
PISTOL || Locations... |
Commen Queries
Marme: Starts with Columns
Description: | Starts with.
Disabled accounts Stop
Mon expiing password
Duays since last lagan: e gf‘
OK
Search results:
Name In Folder




Select Users X

Select thiz object type:
|Users or Builtin security principals | Object Types...

From this location:
[PisToL || Locations...

Common Queries

Starts with Columns...
Starts with

Disabled accourts Stop
Mon expiing password

7

Search resutts: OK Cancel

Name In Folder L

H2OWNERRIG...
H2 REMOTE INT...
H2 SERVICE
EE, Service assert...
&, SophosSAUC.. PISTOL
H2 sySTEM
H2 TERMINALS...
This Organiza...

s umroot PISTOL

&]WDAGUtiIHyA .. FISTOL v

Select the user you want to log in “Remote Desktop”,
example: umroot
Then click ok, ok, ok, ok to close those windows.

IT. On your client (home) machine

Establish SSH Tunnel with Putty — Windows

A SSH tunnel is necessary to ensure secure communication between the two
machines. Putty can be used as the SSH client software to establish the SSH

tunnel. Putty is available for download from https://www.putty.org/. Once
installed, follow these steps to connect to the ENCS machine.

=

Double-click the Putty icon on your client (home) machine.

2. In the Category pane of the application window, select the Tunnels
option found under Connection > SSH

3. 0n the main pane, in the Port Forwarding section, do the following:

e Check: Local ports connections from other hosts

e Check: Remote ports do the same (SSH2-only)


https://www.putty.org/

i PuTTY Configuration

Category:
- Bell ﬂ | Options controlling S5H port forwarding |
5 W dFeatures — Port forwarding
—I- Window
- Bppearance ¥ Local ports accept connections from other hosts
.. Behaviour ¥ Remote ports do the same (SSH-2 only)
. Tranzlation Forwarded ports: Remove
- Selection _l
- Colours
=l Connection
- Dt
F‘ro;'_.r Add new forwarded port:
- Telnet Source port I— Add |
- Rlogin L
= SSH Destination I
- Kex {* Local " Remote ~ Dynamic
- Cipher ' Buto " IPvd " IPvE
[+ Auth
%11
- Bugs
- More bugs j
mot | Hep | Op Cancel
e Source port: 3391

e Destination: hostname.encs.concordia.ca:3389
Where hostname is your office machines name.

For Example:

e¢ Click the Add button

test.encs.concordia.ca

.& PuTTY Configuration ﬂﬂ
Cateqary:
- Bell :I | Options controling 55H port forwarding |
5 W dFeatures — Port forwarding
= Window
.. Appearance ¥ Local ports accept connections from other hosts
.. Behaviour ¥ Remote ports do the same (SSH-2 only)
. Translation Forwarded ports: Remove |
- Selection
- Colaurs L3351 test.encs concordia ca: 3385
=+ Connection
.. Diat
Pro:z,' Add new forwarded port:
- Telnet Source port |3391
... Rlogin
B SSEI Destination Itest.encs.concordia.ca:SSBﬂ
- Kex &+ Local " Remote " Dynamic
- Cipher &+ Auto = 1Pvd " IPv6
[+ Auth
- %11
- Tunnels
- Bugs
- More bugs LI
Aot | bep | T Cancel




4. In the category pane, click on Session and enter the following
information:

e TIn Hostname: enter the hostname of the machine through which you
want to establish your tunnel (use tunnel.encs.concordia.ca)

e In connection type: select SSH as your protocol, set the port
number to 22

e In Saved Sessions: Remote Desktop
e Click the Save button

#® PuTTY Configuration ? et
Categony:
=- Sgassicun Basic options for your PuTTY session
- Ten I_.Dglging Specify the destination you wart to connect to
—I- Termina )
Host Mame (or IP address) Paort
- Keyboard
- Bell |tunnel.encs.u:u:-n-:u:urdia.-:a | |22 |
- Features Connection type:
= Window (JRaw () Telnet () FRlogn @ 55H () Seral
- Appearance
Aep ) Load, save or delete a stored session
- Behaviour
- Tranelation Saved Sessions
+1- Selection |Hemate Desktop |
C':'l':'!"m Default Settings P Load
=] Cpnnectlnn Frena
. Data Save
- Proxy cnmpu_tati;n
- Rlogin login W
+- 55H
""" Serial Close window on exit:
() Mways (JNever  (® Only on clean exit
About Help Open Cancel

e (Click open, a window will show up

@ login.encs.concordia.ca - PuTTY - [} X




e FEnter your ENCS username, then Enter,

2 login.encs.concordia.ca - PuTTY - O x

e FEnter your ENCS password, then Enter,

EP login.encs.concordia.ca - PuTTY — [m| X

The tunnel has been established

Note: Next time you do this, you can simply launch Putty, click the
session name Remote Desktop, then click Open button to establish the SSH
tunnel.

Connecting via Remote Desktop

Once you have established the Tunnel, you are ready to establish the
remote desktop connection.

In Windows 7
1. Click Start >> All Programs >> Accessories >> Remote Desktop

Connection or
Click Start >> type mstsc in search field, then press “Enter

”

In Windows 10

1. In the search field type mstsc, then press “Enter”



EE., Remote Desktop Connection o ]

| Remote Desktop
“>¢) Connection

Computer: I ocalhost: 33591 j

User mame: wmp

You will be asked for credentials when you connect.

> Show Options Connect I Help

2. In Computer field: localhost:3391
Click the Connect button

w

Windows Security x|

Enter your credentials
These credentials will be used to connect to localhost.

wmp

IT 1
|D' Use another account

[ remember my credentials

oK I Cancel

4. Click Use another account

Windows Security x|

Enter your credentials
These credentials will be used to connect to localhost,

[~ Remember my credentials

oK I Cancel




III.

1. First download Microsoft Remote Desktop Client for MAC from the

e TIf the machine in your office is ENCS-managed machine:
Enter encs\ENCS-username and password

e TIf the machine in your office is a User-managed machine:
Enter the local username and password of the machine.

For Example:

e Click

Now the desktop screen of your office machine will show up.

\\Yes ”

umroot and the password

EE; Remote Desktop Connection

X

iﬂ The identity of the remote computer cannot be verified. Do

you want to connect anyway ?

The remote computer could not be authenticated due to problems with its
security certificate. t may be unsafe to proceed.

r Certificate name

_pJ Name in the cerfficate from the remote computer:
EV-SERVICE-DESK encs concordia.ca

r Certfficate emors

The following emors were encountered while validating the remote
computer’s certificate:

/1. The certificate is not from a trusted certifying authority.

Do you wart to connect despite these cerificate emors?

[~ Don't ask me again for connections to this computer

View certificate... | Yes | No I

On your home MAC machine

Store in your MAC machine and install it.

The Apple ID and its password may be required to be entered

Establish SSH Tunnel
Open terminal in MAC and type the following command.
ssh -L 3391:hostname.encs.concordia.ca:3389 encs-

usernanme@tunnel .encs.concordia.ca
hostname is the machine name in your office

Then “Enter”,

[ece

Last login: Fri Apr 9 12:31:51 on ttys@ea

% encs — -bash — B0x24

| The default interactive shell is now zsh.
To update your account to use zsh, please run “chsh -s /binfzsh’™.

[| For more details, please visit https://support.apple.com/kb/HTZRE05A.
| ENCSs—1Mac:~ encs$ ssh —L 3391:evserviceZ.encs.concordia.ca:3389 wmp@tunnel
.concordia.call

LBNCS

App



® @ & encs—ssh -L 339%:evservice2.encs.concordia.ca:3389 wmp@tunnel.encs.conc...
Last login: Fri Apr @ 12:31:51 on ttys@84 B

The default interactive shell is now zsh.
To update your account to use zsh, please run “chsh —-s fbinfzsh™.
| For more details, please visit https://support.apple.com/kb/HT288858.
{[ENCSs—iMac:~ encs$ ssh -L 3391:evserviceZ.encs.concordia.ca:3389 wmp@tunnel.encs A
| .concordia.ca
| wmp@tunnel.encs.concordia.ca's password: []
]

e FEnter your ENCS password

® @ i encs — ssh -L 3391:evservice2.encs.concordia.ca:3389 wmp@tunnel.encs.conc...
Last login: Fri Apr 9 15:35:18 on ttys@a2 =]

The default interactive shell is now zsh.

To update your account to use zsh, please run “chsh -s fbin/zsh™.

| For more details, please visit https://support.apple.com/kb/HTZ88858.
[dyn—-254-161-vpn:~ encs$ ssh -L 3391:evservice2.encs.concordia.ca:338% wmp@tunnel
| .encs.concordia.ca

{lwmp@tunnel.encs.concordia.ca's password:

| Last login: Wed Apr 7 B8:29:87 2821 from 172.16.264.1264

Gina Cody School of Engineering and Computer Science, Concordia University
Unauthorized access is strictly forbidden.

For assistance: e-mail: servicedesk@encs.concordia.ca
For information: web: https://www.concordia.ca/ginacody/

[grace] [/home/w/wmp]l > [

The SSH tunnel has been established

Launch Microsoft Remote Desktop for MAC

® ® Microsoft Remote Desktop

v+ v Desktops Feeds Q_|searct

Add your first desktop
connection to get started.

Add desktop




e (Click the “Add desktop”

@ Microsoft Remote Desktop

2 B v + v Desktops Feeds Q

Add Desktop

PC Name: i]ocalhost:3391

User Account: = umroot

Show More Cancel

Add your first desktop
connection to get started.

Add desktop

In PC name field: localhost:3391

In User Account field:
If the machine in your office is ENCS-managed machine:

Enter encs\ENCS-username

If the machine in your office is User-managed machine:

Enter the local username.
For Example: umroot

e (Click Save

Microsoft Remote Desktop

“ Saved Desktops

-

localhost:3391

e Right click the image



] Microsoft Remote Desktop
= # v + - Desktops Feeds Q, Searc

v Saved Desktops

.

S
Duplicate

Export
Delete
e Select Connect
localhost:3391 hot
— You are connecting to the RDP host "localhost™. The certificate couldn't be

verified back to a root certificate. Your connection may not be secure. Do

m you want to continue?

Show Certificate Cancel

¢ Click Continue

Enter your user account

This user account will be used to connect to localhost:33M
(remote PC).

User Name: umroot

Password: || |

Cancel Done

e FEnter your account’s password, then click Done



= You are connecting to the RDP host "localhost”. The certificate couldn't be
verified back to a root certificate. Your connection may not be secure. Do

m you want to continue?

Show Certificate Cancel

¢ (Click the Continue

= You are connecting to the RDP host "localhost™. The certificate couldn't be
verified back to a root certificate. Your connection may not be secure. Do

m you want to continue?

Show Certificate Cancel

¢ Click Continue

The Desktop screen of your ENCS office machine will be displayed.



