FLIPPED CLASSROOM

EMbbED CI'veeBO0N




WHY?

"(ntuitive assumptions
"lontext of (earning
"But also...
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Module 9

ACCESS CONTROL LISTS

This medule is dedicated entirely to Access Control Lists, a
g feature available on most mest routers and layer 3 switches.
Access Control Lists define a number of rules that apply te
K bt . specified network traffic based on information such as port
k numbers, transport protocels er layer 2 protecals and
addresses. Although access contrel lists are often used to
implement seme kind of security by restricting traffic between
network segments, their primary objective is the selectien and
classification of traffic te serve many different purposes

including quality of service, traffic redirection and Metwork
Address Translation,

Learning Objectives for this Module

At the end of this module, you should be able ta:

= Describe the sequence involved in the processes invelving access lists,

= List the various uses of access-lists,

= Explain the concept of wildcard mask,

= Configure and apply basic access-lists to restrict traffic between networks.

To Complete this Module

= Watch the video recording en Access Control Lists

= Read sbout Security in Lammle, 2011, chapter 12

= Consult the Cisco IP &ccess List tuterial [optional)

= Take the quiz for module 2.

= Postyour comments questions on the discussion board,

= Rewview of content [QEA]
= Lab activity (Configuring Access Control Lists)

Complete the assignment for Medule 3, The deadline for submission is Wednesday March
13, 6:00 pm

= Rewview the class lecture recording [optional)
= Rewview the class dema on ACL configuration (optional}

Mext Module

In the next moedule, we will talk abeut Metwerk Design far Local Area Metwerks and you
will start warking on the final assignment of this course, This assignment will consistin
the owerall design and configuration of a local arza network, It will include the warious

cencepts and techniques studied since the beginning of the course,

THE COURSE
INTERFACE

Learning objectives
Before llass
During llass

fter llass
Next Module



VIDEO RECORDINGS




IN THE CLASSROOM

"Refrain from (ecturing " N

"Focus on group activities

"FParticipation
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GETTING STUDENTS READY

'§ei’your eXpectations and rules from
the start

"Explain what You do and why
"Qet them to participate
"Attendance

"Wateh for signs of drop out



SOME LESSONS LEARNED

"Be consistent

"But pe flexible

"Plan your schedule well

"Keep track of what You (earned



THE REWARDS

"The class is more fun

%[t forces you to rethink the course design
= lontext
= lontent
- Learm’na outcomes
" Accessment

" Ctrategies

"t improves course Zuq(ii’]

Bt U be casier next time



QUEST'ONS @ J Thank you

JEAN-PAUL.REMILLIEUX@MCGILL.CA
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