FortiClient 7.2.3 Installation — macOS Ventura and higher

Installation Instructions

e Gotowww.concordia.ca

e Login toyour My CU Account

o Goto Apps & software — VPN client (FortiClient) to

e download the installer file.

e Double click on the downloaded dmg file to mount
the installer

F9rtiCIient_7.2.3.d
mg

FortiClient .dmg file

e Double click on the FortiClient icon.
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Double click on installer.mpkg
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Welcome to the FortiClient Installer
® Introduction FortiClient for macOS is a unified security agent for computers that

integrates antivirus, SSL and IPsec VPN remote access, web
filtering, application firewall and vulnerability scan into a single
software package. FortiClient for macOS has a user-friendly
interface that allows for quickly setting up protection for your
computer.

Go Back M Continue




e Readthe Software License Agreement and click continue and then “Agree”
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Software License Agreement
English

Fortinet Product License Agreement / EULA and Warranty Terms
Trademarks and Copyright Statement

Fortinet®, FortiGate®, and FortiGuard® are registered trademarks of Fortinet, Inc., and
other Fortinet names herein may also be trademarks, registered or otherwise, of
Fortinet. All other product or company names may be trademarks of their respective
owners. Copyright © 2021 Fortinet, Inc., All Rights reserved. Contents and terms are
subject to change by Fortinet without prior notice. No part of this publication may be
reproduced in any form or by any means or used to make any derivative such as
translation, transformation, or adaptation without permission from Fortinet, Inc., as
stipulated by the United States Copyright Act of 1976.

Product License Agreement

The parties to this agreement are you, the end customer, and either (i) where you have
purchased your Product within the Americas, Fortinet, Inc., or (i) where you have
purchased your Product outside of the Americas, Fortinet Singapore Private Limited
(each referred to herein as "Fortinet") .CAREFULLY READ THE FOLLOWING LEGAL
AGREEMENT (THE OR THIS “AGREEMENT” OR “EULA"). USE OF FORTINET
PRODUCT(S) AND ANY UPDATES THERETO, INCLUDING HARDWARE APPLIANCE
PRODUCTS, SOFTWARE AND FIRMWARE INCLUDED THEREIN BY FORTINET,
AND STAND-ALONE SOFTWARE PRODUCTS SOLD BY FORTINET (TOGETHER,
THE "PRODUCTS") CONSTITUTES ACCEPTANCE BY YOU OF THE PROVISIONS IN
THIS AGREEMENT. FORTINET SHALL NOT BE BOUND BY ANY ADDITIONAL AND/
OR CONFLICTING PROVISIONS IN ANY ORDER, RELEASE, ACCEPTANCE OR
OTHER WRITTEN CORRESPONDENCE OR OTHER WRITTEN OR VERBAL
COMMUNICATION UNLESS EXPRESSLY AGREED TO IN AWRITING SIGNED BY

print.. ™M save.. Go Back
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e Clickoninstall to begin the installation

r

Introduction
License
Destination Select

® |Installation Type

& Install FortiClient a8

Standard Install on “Macintosh HD"

This will take 295 MB of space on your computer.

Click Install to perform a standard installation of this software
for all users of this computer. All users of this computer will
be able to use this software.

Go Back Install




o macOS will prompt you for your password, enter it and click ‘Install Software’
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Installer

Installer is trying Lo install new software.

Enter your password 1o allow tvs
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Cancel

e During the installation, you will be prompted to provide your password again so that
FortiClientAgent can make changes to the System Trust Certificate settings. Immediately
afterwards, macos security will also prompt for your password

7\ N
FortiClientAgent security
You are making changes to the System You are making changes 10 your
Certificate Trust Settings. Certificate Trust Settings.
Enter your password to atlow this. Enter your password to allow this.
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Update Settings Update Settings
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o Click “Allow” for FortiTray

“FortiTray” Would Like to Add
VPN Configurations

All network activity on this Mac may be
filtered or monitored when using VPN.

Allow Don't Allow

e MacOS Ventura, click on open system settings to Allow “FortiClientNetwork”.
e Forolder macOS versions please use “security preferences”.

System Extension Blocked

The application “FortiClientNetwork”
tried to load new system extension(s). If
you want to enable these extensions,
open Privacy & Security in System
Settings.

OK

Open System Settings

e Open system settings to Allow “FortiTray”.

System Extension Blocked

The application “FortiTray” tried to load

new system extension(s). If you want to

enable these extensions, open Privacy &
Security in System Settings.

OK

Open System Settings



Click on Details to allow the extensions.

Enter your password and click on Modify Settings.
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Security
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Some system software requires your attention before it can be used.

P Details...

Allow accessories to connect Ask for New Accessories ¢

FileVault
FileVault secures the data on your disk by encrypting its
content automatically.

Turn On...

WARNING: You will need your login password or a recovery key to access your data.
A recovery key is automatically generated as part of this setup, if you forget both
your password and recovery key, the data will be lost.

FileVault is turned off for the disk "Macintosh HD".

Lockdown Mode

Lockdown Mode is an extreme, optional protection that
should only be used if you believe you may be personally
targeted by a highly sophisticated cyberattack. Most people
are never targeted by attacks of this nature.

Turn On...

Enable extensions
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System software from the following developers was updated and
the system needs to be restarted before it can be used.
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Cancel

Click OK and then enter your password and click on Modify Settings



e Enable Full Disk Access.
[ NN ) <{ Full Disk Access

Q Search Allow the applications below to access data like Mail, Messages, Safari,
Home, Time Machine backups, and certain administrative settings for all
Sign in users on this Mac.
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e Click close to complete the software installation

i T o
& Install FortiClient a

The installation was completed successfully.
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The installation was successful.

The software was installed.
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Configuring the VPN Connection and Licensing the Software

1. Click on “Remote Access” on the left side of the FortiClient window. In here, select
“Configure VPN”

UNLICENSED

NETNAME

L1 REMOTE ACCESS

Please contact your administrator or connect to EMS for license activation.

Unlicensed VPN access is available until Jun 05, 2024 2:38:05 PM

Configure VPN

2. Configure the settings on this screen as below:
e Connection Name: Concordia VPN
e Remote Gateway: vpn.concordia.ca
o Customize port: 443
o Enable Single Sign On (SSO) for VPN Tunnel



Edit VPN Connection

VPN [ ] |
Connection Name IConcordia VPN |
NETNAME Description | |
Remote Gateway van.concordia.ca | x
+Add Remote Gateway
L1 REMOTE ACCESS Customize port  |443 |

Single Sign On Settings Enable Single Sign On (SSO) for VPN Tunnel
D Use external browser as user-agent for saml user authentication

D Enable auto-login with Azure Active Directory

Client Certificate I None v
[] Enable Dual-stack IPv4/IPvé address

Cancel Save

Afterwards, click Save.

3. Once the connection has been created, click on “Connect” and provide your credentials
to establish a connection to the VPN

UNLICENSED
VPN Connected

NETNAME

Ll (W

L} REMOTE ACCESS

VPN Name Concordia VPN
IP Address 172.16.250.137
Username firstname.lastname@concordia.ca
Duration 00:00:11
Bytes Received 1.56 KB
Bytes Sent 6.75 KB

Disconnect

4. Once successfully connected, click on the “Zero Trust Telemetry” tab and type in the
EMS server address then click connect.
. Server Address: ems.concordia.ca




@ FortiClient - Disconnected

Zero Trust Fabric Agent

NETNAME 2=l Register with Zero Trust Fabric

*® Enter Server address or Invitation code:

'\,/\ ZERO TRUST TELEMETRY

[ems.concordia.cd |connect| = =

Disconnect

5. Once you have connected, you will see “Centrally Managed by EMS”.
. *Please allow up to 60 seconds for the status to change
@ FortiClient - Connected
Zero Trust Fabric Agent
NETNAME ===1 Centrally Managed by EMS

“§ Status: @ Cennected =

\;\ ZERO TRUST TELEMETRY

Once you have completed the above steps, you will not need to follow them again unless you are
installing the VPN on another device.

Should you click “Disconnect” on the Zero Trust Telemetry tab, you will have to manually type in the
EMS server address to properly connect again. Please be aware that connection to the EMS server is
only possible while on the campus network or when currently connected to the VPN in the “Remote
Access” tab.



