‘AnyConnect’ VPN FAQs

Q: What level of desktop rights is required to install the AnyConnect client?

A: For the first installation, you need administrative privileges on your desktop to complete the
installation. Subsequent upgrades do not require the admin privileges.

Q: Do I need any programs on my computer in order to install the AnyConnect client?

A: Either ActiveX or Java Runtime Environment must be installed on your computer.

Q: My web browser is not displaying https://urutu.concordia.ca. What can I do?

A: You will need to add https://urutu.concordia.ca as a trusted site in your browser. In addition, make

sure that that the security level of your browser is set up to medium for the trusted sites. This can be

done via your internet browser’s ‘options’.

Internet Options
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Select a zone to view or change security settings.
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Q: I am receiving a message that the installation was blocked by my browser. What can I
do?

A: Allow the add-on by clicking on the “Allow” button.

This webpage wants to run the following add-on: 'AnyConnect Secure Mobility Client' from 'Cisco Systems, Inc..  What's the risk? Allow |~

If installation doesn’t run automatically, click ‘download’ to download the software and run the
installation manually.

cisco AnyConnect Secure Mobility Client

r‘ WebLaunch Using ActiveX for Installation
Please look at the top of your browser for the information
bar:
Platform , m—
" Detection % control:
Install ActiveX Control...
it What's the Risk?

Information Bar Help

To proceed with set up, select "Install ActiveX Control". If
you are prompted to Retry or Cancel, select Cancel.
Continuing in 10 seconds [skip].

Help Download

Q: When I attempt to connect with the AnyConnect VPN Client using IE 7, I receive this
error message: Revocation information for the security certificate for this site is not
available. Do you want to proceed? What can I do?

A: Click yes to proceed. This error is usually due to a problem with the certificate you are using, or the
browser trying the connection. In order to resolve this issue, verify that the Check for server certificate

revocation option is unchecked in your browser. This option is located under Tools > Internet Options >
Advanced Tab > Check for server certificate revocation. Changing this feature requires a restart of your
browser.



Q: I am receiving an error that the AnyConnect client is blocked by my antivirus software or

firewall. How can I fix this?

Untrusted VPN Server Blocked!

AnyConnect cannot verify the VPN server: urutu.Concordia.CA

Connecting to this server may result in a severe security compromise!

Security Risks Explained

AnyConnect is configured to block untrusted VPN servers by default.
Most users choose to keep this setting.

If this setting is changed, AnyConnect will no longer automatically
block connections to potentially malidous network devices.

’ Change Setting... ] [ Keep Me Safe ]

Security Warning: Untrusted VPN Server
Certificate!

AnyConnect cannot verify the VPN server: urutu.Concordia.CA
Certificate is from an untrusted source.

Connecting to this server may result in a severe security compromise!

Most users do not connect to untrusted VPN servers unless the reason
for the error condition is known.

Always trust this VPN server and import the certificate

Connect Anyway H Cancel Connection I ‘

A: First, check your antivirus or firewall settings to verify that the connection to urutu.concordia.ca is
allowed. Second, modify the AnyConnect VPN client settings to allow the connection to untrusted

server.

cisco AnyConnec

Virtual Private Network (VPN)

Preferences | statistics | Route Details | Firewall | Message History

[T start VPN when AnyConnect is started
Minimize AnyConnect on VPN connect

[ Allow local (LAN) access when using VPN (if configured)

Block connections to untrusted servers .
uncheck this box

Ready to connect.
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Q: How can I check to see if the AnyConnect client is connected from the Windows
command prompt?

A: On the Windows machine click Start>Run, type cmd

Go to:
C:\Program Files\Cisco\Cisco AnyConnect VPN Client> vpncli.exe state

Cisco AnyConnect VPN Client (version 2.5.0193) beta.

Copyright (c) 2004 - 2010 Cisco Systems, Inc. All Rights
Reserved.

>> state: Connected
>> state: Connected
>> registered with local VPN subsystem.
>> state: Connected

>> state: Connected



